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What is Safer Internet Day?
Safer Internet Day 2018 — Tuesday 6th February 2018

Safer Internet Day is celebrated globally in February each year in over a hundred countries
to promote the safe and positive use of digital technology for children and young people
and inspire a national conversation. Coordinated in the UK by the UK Safer Internet
Centre the celebration sees hundreds of organisations get involved to help promote the
safe, responsible and positive use of digital technology for children and young people.

The day offers the opportunity to highlight positive uses of technology and to explore the role we all
play in helping fo create a better and safer online community. It calls upon young people, parents,
carers, teachers, social workers, law enforcement, companies, policymakers, and wider, to join together

in helping to create a better internet.




WHAT SAFER INTERNET LOOKS LIKE IN

OUR CURRICULUM
s

Key Stage One Nationalg&s technology safely an respectfully, keeping personal
Curriculum Statements information private; identify where to go for help and support

when they have concerns about content or contact on the
internet or other online technologies.

Recognise common uses of information technology beyond
school.

Key Stage Two National Use technology safely, respectfully and responsibly; recogni:
acceptable/unacceptable behaviour; identify a range of ways

Curriculum Statements to report concerns about content and contact.

Understand computer networks including the internet; how
they can provide multiple services, such as the world wide
web; and the opportunities they offer for communication and
collaboration




IN SCHOOL THIS LOOKS LIKE .....

Year 1
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Children can use the search facility to refine searches.

Children are beginning to understand how things can be shared electronically for others to see both on P
Mash and the Internet

Children learn about how to use email within Purple Mash.

Children can open and send an email to a 2Respond character.

Children have discussed their own experiences and understanding of what email is used for.

Children can recall the meaning of key Internet terms.

Childrencan identify the basic parts of a web search engine search page.

Children understand what makes a good password for use on the Internet.
Children are beginning to realise the outcomes of not keeping passwords safe.
Children can contribute to a concept map of all the different ways they know that the Internet can help us to
communicate.

Children have contributed to a class blog about Internet use

Children understand that some information held on websites may not be accurate or true.

Chil dren have accessed and assessed a ,spoof™"
Children can list a range of different ways to communicate.

Children can open an email and respond to it.

Children have sent, responded and attached work to emails to other children in the class.
Childrenknow that a computer simulation can represent real and imaginary situations
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Children know whatChildnetSMART CREW is and have used their resources to gain an
understanding of keeping safe online.

Children know who to tell if they are upset by something that happens online.

Children have made a comic strip to share knowledge about online safety

Children understand safety aspects of blogging and how blogs like 2Blog can protect
them from online safety issues that blogs on the Internet do not.

Children know the difference between the World Wide Web and the internet.

Children know about their school network.

Children have researched and found out about Tim Berndrse.

Children have considered some of the major changes in technology which have taken
place during their lifetime and the lifetime of their teacher/another adult.




What can | do right now?

D Open dialogue with your child

D Family agreement

D Consider filtering and blocking software
D Think before you/they post

D Understand the laws

D Privacy settings and reporting

D Save the evidence and report the incident
D Age ratings on apps and games

D Protect their personal information

Sign up to the
UK Safer
Internet Centre
newsletter at:

saferinternet.org.uk
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SUPPORT AND ADVICE

After the recent Online Safety questionnaire we sent out, we wanted to
follow it up by offering a short presentation with a few helpful tips,
information, links toguides and support that will help you, help your children

to stay safe when using the internet on various different devices available at
home.

So many devices now have internet access it is hard to keep up
with how your children are accessing online materials, who they
are talking to and what they are accessing.




Have you/ do you know how to ‘switch on’ online
privacy settings on all your family’s devices?

There are various guides to help you change the parental settings on most popular online sites
and programs.

Handy Tip-

Set up different accounts for yourself and your children on shared devices to ensure they are
not accessing apps, sitegtc through your log in details and also reducing their access to
more age appropriate content.

Guid ilabl
O ar ent ZONe P;eﬁfz?)rnee;\/ﬂle?p Sn(c)jr(lerstand

MAKING THE INTERNET WORK FOR FAMILIES some popular apps’ theu‘ age
http:// parentzone.org.uk/advice/parentguides ~ restrictions and how to change
settings.

(Revised 2012 Edition)

A Parents’ Guide to
amazon -
o =7 Prime



http://www.connectsafely.org/pdfs/fbparents.pdf
http://parentzone.org.uk/advice/parent-guides
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IF YOUR CHILD WAS ACCESSING UNSUITABLE

WEBSITES, WOULD YOU KNOW WHAT TO DO TO
PREVENT THIS?

| To switch off adverts and unwanted pop ups
j while children play on apps put the device "
B

onto ,Airplane Mode" .

%K AR@X Ipad restrictions : &
| p————
o https://www.youtube.com/watch?v=_fi6fQUk
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https://www.youtube.com/watch?v=_fi6fQUklK4
https://www.youtube.com/watch?v=_fi6fQUklK4

ARE YOUR CHILD’S ONLINE FRIENDS THE SAME
AS THEIR REAL-LIFE FRIENDS?

Do you know how to check on who your child is talking to online?

Whether you want to track everything your child is doing on line or just to ensure what the
are able to access is secure and safe, there are apps, guides, programs and apps you
can invest in.

https://www.nspcc.org.uk/preventingabuse/keepingchildrensafe/online-safety/parental-controls/

But is that the best wap

The biggest problem is that wusing moni@ing

use or read their texts might not be the best way to build a trusting relationship. If online them
you“re hoping your child will feel comfort al

important that they feel they can trust yod and vice versa

Vv Norton  Family
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DO YOU HAVE CLEAR RULES ABOUT WHAT INFORMATION
YOUR CHILD CAN GIVE OUT ON THE INTERNET?

The Bg Issues
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socialising.

TheBasics

Set parental controls on internet browsers by creating a user account for your child with appropriate settings.
B/ KSO1l 2 dzsafesearéhldds.&gvaKidRex.ordor stressfree browsing.
Make rules for the length of time they can spend on games consoles, tablets and smartphones, as well as the co

Worth Checking
BhyftAyS GANIdzZ f 62NI Ra T2 NklubpehgLiRddd ghd AoBhimbrictera.com/gagedts & d
The kind of language and acronyms used by children in chat rooms. Make sure you know wha out for. He
netlingo.com for help demystifying cryptieenspeak
Talkit Through :
Discuss the benefits and limitations of using the web to help with homework and other schoo

Helpyour children to understand that they should never give out personal details to online frgeadsonal
information includes:

A their messengeid, email address, mobileumber and any pictures dfiemselves,

B Ifyour child receives spam / junk emall & texts remind them never to believe them. reply to them or use them.




IF YOUR CHILD WAS BEING BULLIED ONLINE,
WOULD YOU KNOW HOW TO RESOLVE THIS?

Using the CEOP button

Some organisations use this

~=elraM link from their websites, but
A =10R1=8 the CEOP button may need

switching on to be

accessed. This can be done

by checking the website
settings.
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Ages 8-11. Cybercafe
www.thinkuknow.co.uk/cybercafe

The format has three main messages of How
to have fun, How to stay in control, How to
report.

The other area is an interactive site called
Cybercafe.



[‘ Tell someone

See it Get help Stop it

“. Don't be a part of cyberbullying. . : .
tf you see it get help and stop it, WWW.anli bullyingalliance.org.uk




DO YOU KNOW WHAT YOU SHOULD YOU DO WITH
UNPLEASANT CONTENT SENT TO YOUR CHILD
OVER THE INTERNET?

CEOP now have their owroutubeChannel which has links
to some fantastic resources for both parents and young
people. The content is suitable for a broad age range and
should be used to discuss the issues and potential dangers
of using online technologies inappropriately.

click hereto find out more

If your child isever upset by anything onlinehey can askor talk to someone who can help.

NSPCC www.nspcc.org.uk

ChildLine ways to talk http://www.childline.org.uk/talk/Pages/Talk.aspx 0800
1111

The Samaritans confidential talk about the hardest things www.samaritans.org



http://www.youtube.com/ceop
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http://www.youtube.com/ceop

DO YOU KNOW WHAT THE SMART ONLINE SAFETY

Safe

Don’t give out your
personal
information to

people / places
you don’t know.

an ,"?‘.,du't you trust.

Don’t
Meet Up

Meeting someone
you have only
been in touch with

online can be
dangerous.
Always check with
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Accepting
Files

Accepting emails,
files, pictures or
texts from people
you don’t know
can cause
problems.

Reliable?

Check information
before you believe
it. Is the person or
website telling the
truth?

Tell
Someone

Tell an adult if
someone or
something makes
you feel worried or
uncomfortable.




ARE YOU HAPPY WITH YOUR LEVEL OF ONLINE-
SAFETY KNOWLEDGE?

Online Safety Support: @ Rar ent ZO N e

AKING THE INTERNET WORK FOR FAMILIES

CyberStreetwise—“ Fi nd out about easy steps you can
from cvy b-ehttps:dwwiv.aybetstreetwise.com/

Child Safety Online: A practical guide for parents and carers whose children are using social
media
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/490001/
Social_Media_Guidance UKCCIS_Final_18122015.pdf

, The Parents® and Carers® Guide to the Inte
hearted and realistic look at what it takes to be a better online parent.
https://thinkuknow.co.uk/parents/

“The Parents Guide to Technology from the UK Safer Internet Centre has been created to answer
these questions and introduce some of the most popular devices, highlighting the safet
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Want more information?

We are happy to answer questions!
education@childnet.com

@ www.saferinternet.org.uk
www.childnet.com

Follow us:

'i saferinternetuk




THANK-YOU FOR COMING TO
TODAYS WORKSHOP

For further information, please help yourself to the
hand outs and information packs available or
follow the linksonourwebsitea nd of cout
hesitate to ask!




